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ROYAL MALAYSIAN CUSTOMS DEPARTMENT 

 A Federal Department under the Ministry 
of Finance 

 
 Principally a revenue collecting 

department collecting various indirect 
taxes  
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REVENUE COLLECTION 

YEAR RM 
2009 25.91 BILLION 
2010 28.32 BILLION 
2011 30.40 BILLION 
2012 32.32 BILLION 
2013 33.12 BILLION 
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VISION 

 
 

TO BE A WORLD CLASS  
CUSTOMS ADMINISTRATION BY THE YEAR 

2015 
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MISSION 

    TO SPUR ECONOMIC GROWTH, 
PRESERVE NATIONAL SECURITY AND 
SOCIETY’S WELL BEING THROUGH 
REVENUE COLLECTION, TRADE AND 
INDUSTRIAL FACILITATIONS AND TO 
ENSURE EFFECTIVE AND EFFICIENT 
LEGISLATIVE COMPLIANCE 
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EASE OF DOING BUSINESS INDEX  
    2013 

 

 World Bank website- 
 Malaysia get the 6th place among the 189 

countries in the world. 
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Economy Ease of Doing Business 
Rank (2013) 

Singapore 1 

Hong Kong SAR, China 2 

New Zealand 3 

United States 4 

Denmark 5 

Malaysia 6 

Korea, Rep. 7 

Georgia 8 

Norway 9 

United Kingdom 10 16 



 
 

Modernisation and Automation 
 in Customs Procedures 
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THE BENEFIT OF 
MODERNISATION AND AUTOMATION 

IN CUSTOMS. 



 
 
  
 Speeding up customs clearance  
 An efficient and effective customs 

administration 
 It benefits the national economy by 

collecting revenue.  
 It assists the Government to implement 

national and international policy. 
 



 Combating fraud and the illegal 
trafficking of prohibited and restricted 
goods.  

 It provides the statistical information 
on foreign trade transactions 
essential for economic planning to 
encourages international trade.  
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 minimizing administrative costs to the 
business community and the 
economies of countries. 

 Increasing customs revenue for 
national budgets. 

 



 ensuring that all goods are 
declared and duty/tax calculations 
are correct  

 Exemptions are correctly applied 
and managed.  
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E- MANIFES 

 
 
SUBMISSION OF MANIFEST ELECTRONICALLY 
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a customs document listing the contents put on a ship or plane 
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SUBMISSION OF MANIFEST 
 

 
 Section 52 of the Customs Act 1967 and Free Zone Regulations 1991: 

 
 Inward manifest to be submitted within 

24 hours after the arrival of the vessel. 
 
 Manifests are submitted electronically    

via  Dagang*Net to Customs (CIS) and the   
Free  Zone Authority.  
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Particulars for manifest:  

 Vessel ID/Name 
 Voyage Number 

(SCN) 
 Shipping Agent 
 B/L Number 
 Description of cargo 
 Total packages 

 Weights 
 POL/POD 
 Consignee’s Name/ 

Address 
 Consignor’s Name/ 

Address  
 Notifying Party 



SUBMISSION OF MANIFEST 
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Front End users 

eMS SMK 
EAI users 

ASP users 

(Web) 

Port 

Operator CUSCAR: Customs Cargo Report 
EMSRES : Electronic Manifes System Respond 
CUSREP  : Customs Conveyance Report 
ASP          : Active Server Pages 
EAI           : Enterprise  application Integration 
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e Declare 
 



PAPERLESS 

 Paperless means doing declaration without a 
customs form  

 Importer/agent  have to installed the CIS 
software into their front end. 

 Data / information transmitted electronically  
 The agent / importer should always 

supervise / check 'response code' to 
determine the status of the declared goods 
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 Fast Customs Clearance  
 Reduce Waiting Time 
 Reduce the human intervention  
 Inventory Cost Reduction  
 Customs Procedures Easier  
 Workload Less  
 Towards a National Single Window System  

29 



30 

SUPPORTING DOCUMENTS 

 Invoice 

 Packing List  

 Shipping Note(Bill of 
lading/Airway Bill) 

 Import/Export Licence/Permit 

 Exemption Letter/ Approval 
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CUSTOMS NO. 1  

Declaration of 
Goods Imported 



DECLARATION DETAILS  

 Importer Name 
 Exporter Name 
 Agen 
 Description of Goods 
 Tarrif Code 
 Rate of duty 
 Value  
 Quantity 
   Weight 
   Time of Import  
   Country of origin 
   Import Permit (If any) 
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ECS 

CUSTOMS 

Forwarding Agents / 
Importers/  EDI Centre 

CIS 

ELECTRONICALLY SUBMISSION OF 
DECLARATION 

TELCO 

CUSRES 

CUSRES 

CUSDEC 
CUSDEC 

EDI : Electronic Data Interchange  
ECS : EDI Communication Server 
 
 



DECLARATION/REGISTRATION NUMBERS 

 16 DIGITS 
 
 

 e.g  B182013112019865 
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West Port 
Port Klang 

Date  Number 
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ASSESSMENT OF 
GOODS 
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ASSESSMENT OF GOODS 

 Classification of goods 
• Tariff Code (4403/4401/4407) 
• Rate of duty/tax payable (5%, 10% ,25)%-Custom 

Duties Order 2012  
• Preferential rate(FTA  ASEAN,China,Korea,Japan etc) 



 Valuation of goods 
 Granting of duty/tax exemption/suspension 
 Enforcement of the prohibition of 

import/export, inclusive of OGA requirement.  
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SKRIN KIK 11 
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 Two modes of payment : EFT  
(Electronic Fund Transfer) or  
MANUAL 

 For manual payment, only cash, 
cashier order, bank draft or cheque 
covered by B/G can be accepted. 

 In EFT, the payment will be done 
through e-banking . 

PAYMENT OF DUTY/CESS 
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CUSTOMS RELEASE 

   Customs release will be granted: 
 No offence has been found; 
 Import licence/permit required 

has been submitted; 
 All duties/taxes liable are paid.  



• CVI is a risk management tool        
(Alert System)  

 
• Give the instruction to the assesment 

officer to take an action. 

CUSTOMS VERIFICATION INITIATIVE (CVI) 
 



 To overcome the problem of avoiding to 
pay the actual customs duties 

 The CVI will trigger the indicator i.e 
Description of goods 
Value 
Country Origin 
ROC 
Shipping Agent 
 Importer     

44 



Tariff Code Vehicle Value POL 

Transaction 
Type ROB/ROC 

COO 

Container Agent Code Cargo Class 

CIS SELECTIVITY INDICATOR 

EX 



IMPORTER AGENT SERVICE  
PROVIDER 

CIS 

CLEARENCE 
OFFICER  
LEVEL 3 

CLEARENCE 
OFFICER  
LEVEL 2 

CLEARENCE 
OFFICER  
LEVEL 1 

SCANNER 
MACHINE 

DOCUMENT 
CHECKING 

PHYSICAL 
CHECK 

AGENT PAYMENT TRANSPORTATION 
G
C
S 

CIV DATA PROFILING 
 

 

 

 

   

 
 

 

 

 

   CUSTOMS 
VERIFICATION 

INITIATIVE 

(CVI) 

1.Auto Targeting 
2.Selectivity Control 
3.Random 
4.Channeling 

    ENGINE SOLUTION 

DIRECT 
RELEASE 



SELECTIVITY PROCESS 

High Risk   Instruction for physical 
            examination / scanning  

 
Medium Risk  Instruction for   

            document checking 
 
Low Risk   Direct release    



FACILITATION FOR FAST CLEARANCE 
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Pre- Arrival Clearance 
Declaration can be done 14 days before arrival o  

goods.  
 Advance Cargo Information (ETA) 
 Declaration is complete and accurate 
 Not held up by Risk management 
 No Physical inspection required 
 B/L confirmed by CIS 
 Duty / taxes paid, release is automated 
 Physical Goods Cleared upon arrival 
 
 



FACILITATION FOR FAST CLEARANCE 
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Express Handling Unit 
Speedy release of packages imported by courier  

service Company through airports 
 Consignments* RM500.00 and below through 

designated Int’l airports exempted from duties 
& import declaration 

* Excluding cigarettes, liquor & tobacco 



FACILITATION FOR FAST CLEARANCE 
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Section 87A Customs Act 1967 
Export Declaration submitted within 7 after export. 
 Applies to all goods  
 except goods subject to duty drawback & 

goods which require permit on export (e.g 
STA) 

 Invoice & shipping doc. serve as  control 
docs. 

 Declaration is made on invoice that all info is 
true & correct and that export declaration will 
be submitted within 7 days from export. 
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PHYSICAL EXAMINATION 

 Purpose of physical examination:  
• Risk assessment (CVI) 
• Classification or valuation 
• To ascertain the goods declared 



FACILITATION FOR FAST CLEARANCE 
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X-Ray Scanning  
 Selective examination of cargo based on risk 

assessment using scanners. 
 Reduces man-hours engaged in physical 

examination 
 Waiting time reduced 
 Completeness & accuracy 
 Total of 52 cargo scanners located at major 

ports, airports & border posts 
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USE OF IMAGE 

SCANNER  
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Type of Scanner Quantity 

Cargo Scanner 
i.e. Relocatable Vacis, Portal Vacis, Thscan High 
Speed, X-ray mobile inspection system 19 units 

Baggage Scanner 
i.e. Heiman X-Ray Inspection System, Rapiscan,  
Smith detection Hi Scan 6046si 75 units 

Soter RS Body Scanner 1 unit 

Air parcel Scanner 
i.e. HS 180180 1 unit 

USE OF IMAGE SCANNER  
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1. VACIS II RELOCATABLE (NORTHPORT) 

KPM GATE North Port 

KCT GATE North Port 
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Container targeted for scanning 
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1. VACIS II RELOCATABLE (NORTH PORT) 

Image Analysis 

Scanning  
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2. THSCAN MB1215 HS (WESTPORT) 
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2. THSCAN MB1215 HS (WEST PORT) 

Scanning  
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Image Analysis 
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3. MOBILE RAPIDSCAN 3345 (WESTPORT) 
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3. MOBILE RAPIDSCAN 3345 (WEST PORT) 

Image Analysis 

Scanning  
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4. High Speed FS3000  (WESTPORT) 



66 

 
 

4. High Speed FS3000  (WESTPORT) 
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4. THSCAN FS3000 

• Fast-scan container / 
vehicle inspection system. 
 

• Designed for the 
requirements of high 
throughput (200 boxes / hr) 
 

• Suitable for inspecting 
containers, trucks and 
other vehicles at the 
seaports. 
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Detained containers 
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E PERMIT 

 For the restricted goods -The importation into 
Malaysia of goods specified  of the Second 
Schedule of the Customs (Prohibition of 
Imports) Order 2013 is prohibited, except 
under an Import Licence – 

 

70 



71 

e-Permit 
 Web based permit application 

 Parties involved 
•  Importers/exporters 

•  Appointed Customs Brokers 

•  Government Agencies 

•  Customs  

 Paperless  

 16 OGA 
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e-Permit 
 Application of e-permit to OGA via 

internet 
 Approval by OGA and subsequently 

routed to applicant’s system and CIS. 
 Validation on CUSDEC is done 

automatically by system. 
 To make use of e-permit, importer/agent 

has to be registered with relevant OGA 
and Dagang Net(services provider).  
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JK 69 

Import Licence 

 for goods listed 
under 2nd and 3rd 
Schedule 

 issued by MITI, 
FAMA, Ministry of 
Primary Industry, 
Ministry of 
Agriculture …on 
behalf of DG 



74 

E-PERMIT PROCESS FLOW 

CIS Dagang*Net  
Interface 

 
Applicant  

(Importer/Exporter) 
 

OGA/MITI  

CUSTOMS (CIS) 

Message (Applicant ) from Applicant to MITI.   MITI 
to CUSTOMS 
 
Message (Response ) from CUSTOMS to MITI. MITI to 
Applicant  



SKRIN KIK 11 
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LICENSE ISSUING AUTHORITIES 
(OGA) 
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 Veterinary Services 
 Agricultural Department 
 Fisheries Department 
 Pharmacy Department 
 Health Department 
 Department of Standards  
 Police Department 
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Ministry of International Trade and Industry 
(MITI) 

 Pesticide Board 
 Department of Environmental Quality 
Wildlife Department 
 Treasury 
 Atomic Energy Licensing Board (AELB) 
 Construction Industry Development Board 

(CIDB) 
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AUTO RELEASE 

 IMPORTATION  OF  RAW 
MATERIAL  BY THE HIGH 
COMPLIANCE LICENCE 
MANUFACTURING  
WAREHOUSE TO 
PRODUCE FINISHED 
GOODS FOR THE 
EXPORT MARKET 
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  Release of Import declaration  
automatically by the system    

  Reduce the time and cost of cargo 
handling. 
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 CIS will generate a registration number after 
making the validation of data fields that are 
mandatory.  

 Additional validation on the data field 
declaration:  

  Transaction Type  LMW  
   Registration  Number of Company 
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 LMW licensing criteria are eligible to apply  
 High level of compliance 
 Comply fully with all licensing requirements. 
 No record of the offense  
 Do not have arrears of duty / tax for a period of 3 

years. 
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E- EXCISE 
 

 e- Excise is the system to process the 
release of vehicles from the assembler 
factory and also to process the payment  
of excise duty to the Customs 
Department  by Electronic Fund 
Tranfer(EFT) 
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 This system was  the intregation of the 
Customs Information System with   the 
vehicle assembler factory system , the 
Banking Payment System and also with 
Road Transport  Department for the 
registration of the vehicles.  
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SAFE MOVEMENT ON GOODS IN TRANSIT 

e- Seal - Identification Device (RFID) 

88 

Radio-frequency identification (RFID) 
is the wireless non-contact use of radio-
frequency electromagnetic fields to 
transfer data, for the purposes of 
automatically identifying and tracking 
tags attached to objects. The tags contain 
electronically stored information. Some 
tags are powered by and read at short 
ranges (a few meters) via magnetic fields  

http://en.wikipedia.org/wiki/Electromagnetic_field


 
• An increase in the efficiency of container 

clearance.  
• Reduce the waiting time at the customs check 

point.  
 

• Reduce congestion at inspection locations  
• Improved security through the automatic detection 
• Optimization of human resources for better 

services 
• Cost savings  

        
  

 
 

SECURITY AND TRADE FACILITATION SYSTEM USING 
RFID 

89 

BENEFITS OF RFID SIL 



 Enhancing the competitiveness of transport 
companies (transport companies) operating 
in Malaysia 

  Increasing imports and exports. The system 
will also boost the country's competitiveness 
in the provision of safe movement on goods 
in transit 

SECURITY AND TRADE FACILITATION SYSTEM USING 
RFID 
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Sambungan….. 

BENEFITS OF RFID SIL 



RFID EQUIPMENT 
 3 Kind reader:  

Fixed Reader - sil RFID Scanning, Capturing 
status and timestamp  
Handheld Reader - Replaces Fixed Reader if 
needed  
Desktop Reader - Used to program (Initialize) sil 
RFID 

Handheld 
Reader 

Fixed Reader 
Desktop Reader 



 Memory: 16 KB 
 Frequency : 2.4 GHz  Ultra-low RF 

transmission 
 Usage: At least 5 years (low power 

consumption) 
 Protection: IP65 
 LED indicators 
 Security:  

 Intrusion detection to the casing  
 Anti-tampering Fiber Optic cable seal  
 Over the air encryption 
 Stronger locking mechanism than Bolt Seal 

 Based on 2.4Ghz reusable in ISO 18186  
 GPS add on in Quarter 3, 2012 

SPESIFIKASI SIL RFID 



SIL RFID  
• Installed in container door 

latches  
• Not using the key (Automatic 

Lock)  
• Sil RFID will automatically 

become 'unlock' when you 
arrive at the station receiver if 
not 'tampered' 
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RFID 
Seal 



DESKTOP RFID READER 

Used to initialized programming the RFID seal  
   



PC REQUIREMENTS BY USER 

 Windows XP or higher, Windows 7 
recommended 

 Internet Explorer Ver. 8 or higher 
 1 x USB port 
 Access to Internet 
 For PCs with access control or policies, 

requires IT Administrator to permit installation 
of the desktop reader drivers and software   
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AUTHORISED ECONOMIC 
OPERATOR (AEO)  

 
 
 
 
 



Establishment of Malaysian  
AEO Programme 

 
 

 Introduced On 1st January 2010,  
 Programme was incorporated with requirement of 

security supply chain under WCO SAFE Framework of 
Standards (FoS). 
 

 Types of Operator; 
 Importer 
 Exporter 
 Manufacturer 
 



BENEFITS OF AEO PROGRAMME 
 

 Lodgement of declaration with minimum data 
through the internet(front end)- self 
declaration  

 Automated and fast approval of declaration 
 Fast clearance- direct release with no 

physical examination 
 Self accounting for movement between 

bonded premises 

105 



 
 Control by post clearance audit and 

compliance audit 
 Deferred payment of duty  via electronic fund 

tranfers 
 Simplified drawback  claim based on self 

accunting principle 
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 AEO Smart Card  
Special cards that can be used by the Company to 
access AEO AEO application  

 
 Request Permission Slip (PRS)  

The document replaces the Customs Declaration Forms 
submitted electronically for the purpose of release from 
Customs control at the entrance / exit of the country.  

 
 Consolidated Statement (CS)  

The Customs Declaration Form electronically combine 
(consolidate) PRS data in the system for the purpose of 
calculation and payment of duty / tax and trade statistics. 
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Criteria of AEO Application  
 
 High level of compliance to Customs legal 

and regulatory requirements. 
 
 Has been operating in the country for the 

past three years, with a clean track record 
 

 No tax arrears 
 

 The Company and its directors have security 
clearance from  the enforcement division 
and other government agencies. 



Criteria of AEO Application 
 

 The operator must have proper internal       
control (audit trail) of all imports, exports 
and movement of goods. 
 

 The operator has in place security 
features in line with the requirements 
under the AEO guidelines and preferably 
with an internal security compliance 
programme. 
 

 The company has facilities to pay duties 
via Electronic Funds Transfer (EFT). 
 



AEO ACCREDITATION  
AS OF SEPTEMBER 2013 

48 
COMPANIES 



  AEO Mutual Recognition Arrangement 
(MRA)  

 
MRA with Japan Customs.  
 MRA Consultation meeting is on 

going with Japan Customs. 
 

 Consultation meeting regarding 
comparison of both countries’ 
AEO Programmes. 
 

 
 

 



 Promotions of AEO Programme 
 

 Providing Information on RMCD website 
 

 Distributing pamphlet to companies 
 

 Outreach programs such as briefing, seminar and 
presentation to potential companies (SME Corps, 
Seminar conducted by FMM, and Awareness 
Programme by State Customs) 

 
 Training to AEO applicants and Customs staffs 

 
 Open to Small Medium Enterprise for domestic 

facilitation. 
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INTRODUCTION OF UCUSTOMS  

 
 Customs Information System(CIS)  will be 

replace with a comprehensive and 
sustainable electronic system  known as  
'Ubiquitous Customs' (U-Customs).  

 Can be access at anytime, anywhere, any 
device via the internet network. 



 Improving the efficiency of customs services 
and facilitation competitive trade and 
compliance with international standards  
through a single portal electronic system that 
is fast, safe, integrity and customer-friendly 
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 single gateway multiple channel 
Access is facilitated through single sign-on 

Systems that integrate application 

end-to-end solution 

Comply with international standards 
Use of Digital Certificates PKI  
(Public Key Infrastructure) 

Access through an integrated network 1Gov * 
Net 

FEATURES OF uCUSTOMS 



Trading 
Partners Single Portal 

 
 eManifest 
 eDeclare 
 ePermit 
 ePCO 
 ePayment 
 

SP1 

SP2 

SP3 

SPn 

. 

. 

. 

Manufacturers
, Shipping 
Agents, 
Forwarding 
Agents, 
Traders 
Community,  

 

Service 
Provider 

Kluster Teknologi 

Kluster Kawalan & 
Pencegahan 

Kluster Pelesenan 

Kluster Pelepasan 

Kluster Audit & 
Penguatkuasaan 

Kluster Pungutan 
Hasil 

Pengurusan Sistem 

Single Window 
Layer Business Layer 

 
OGAs, PIAs, 
Banks, Port 
Operators, 

ASW 
 

Kluster Kolaborasi 
Maklumat 

IPVPN/Leased 
Line/internet   

Network 

Internet/ 
1Gov*Net/ 

Leased 
Line/IPVPN 

Internet 



COMPONENT UCUSTOMS  

uCustoms introduce eight (8) cluster  as follows: 

 
a) Collaborative Information;  

   - Single Portal Module, Module Knowledge Bank, Data Exchange    
               Module, Module Customer Care,  

        Reporting Module, Secure Communication Module, Module    
               Notification and  Module Business Analysis (Module 8)  

 
b)   Registration and Licensing;  

- Registration Module, Module License, Excise Module, Module Oil & 
Gas, Warehouse Module,    Port module (6 modules).             



COMPONENT OF  UCUSTOMS SAMB…  

c) Discharge;  
      - Manifest Module, Module Declaration, Permit Module, COO Module, 
          Module   Exemption  Module Clearance, Tracking Module, Module Tariff        
          Classification Module   Valuation modules (10 modules)  
 
d) Control and Prevention;  
      - Module Profiling, Risk Management Module, Module Targeting (3 modules)  
 
e) Audit and Enforcement;  
Audit Module, Intelligent Module, Module Operation, Investigation Module, Module 
Action, Inspection & Evaluation Module, Module Appeal, Dispose Module, Module 
Module Storage & Logistics  
       (10 modules) 



COMPONENT OF UCUSTOMS SAMB…  

             

f) Revenue Collection - Payment Module, Module Guarantee, 
Billing Module, Module Claim, ABT Module, Accounting 
Module? (7 Modules)  
 
g) Management System - Network Module, Module Admin, 
Module Complaint, Audit Trail Module,? Maintenance module 
(5 modules) 
 
h) Technology - Data Warehouse module, Module Non-
Intrusive Inspection (NII), Tracking module Seal, Device 
Communication module, Module PKI, autogate module (6 
modules) 
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ROYAL CUSTOMS DEPARTMENT MALAYSIA 

THANK YOU FOR YOUR ATTENTION 

HAJI JAMAL BIN HAJI ISMAIL  
Senior Assistant Director Of Customs 
E-mail : jamal.ismail@customs.gov.my  
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