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Source : https://blog.hubspot.com/marketing/artificial-intelligence-and-you
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Why “Black Box” AI Is a Problem?

Source: https://medium.com/@ajay.monga73/the-ai-black-box-why-cybersecurity-professionals-should-care-4bec7ff32c7c
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AI System LifeCycle
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Source:  OECD (2019f), Scoping the OECD AI principles: Deliberations of the Expert Group on Artificial Intelligence at the OECD (AIGO), OECD Publishing, 
Paris, https://doi.org/10.1787/d62f618a-en. 



Who could be affected and what’s at risk?

Individuals

• Physical safety

• Privacy and reputation

• Digital safety

• Financial health

• Equity and fair treatment

Organizations

• Financial 
performance

• Nonfinancial
performance

• Legal and
compliance

• Reputational
integrity

Society

• National security

• Economic stability

• Political stability

• Infrastructure
integrity
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Artifical intelligence and advanced analytics offer a host of benefits but can also give rise to a 
variety of harmful, unintended consequences.



Source : https://gradientflow.com/mit-ai-risk-repository
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Assets in the AI Ecosystem

Source: Mauri, L., & Damiani, E. (2021, July). Stride-ai: An approach to identifying vulnerabilities of machine learning 

assets. In 2021 IEEE International conference on cyber security and resilience (CSR) (pp. 147-154). IEEE.
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Source: https://owaspai.org/docs/ai_security_overview/

https://owaspai.org/docs/ai_security_overview/


Scenario of a Backdoor Attack

Kaynak: https://www.researchgate.net/publication/361849907_Backdoor_Attack_on_Machine_Learning_Models_of_Electronic_Health_Records_Exploiting_Missing_Value_Patterns_Preprint
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Adversial Attacks

Kaynak: Goodfellow, I. J., Shlens, J., & Szegedy, C. (2014). Explaining and harnessing adversarial examples. arXiv preprint arXiv:1412.6572.
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Weight Poisoning

Kaynak: https://www.lakera.ai/blog/training-data-poisoning 11



Membership Inference Attacks
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Model Inversion and Model Extraction Attacks

Kaynak : https://www.researchgate.net/publication/347639649_Privacy_and_Security_Issues_in_Deep_Learning_A_Survey13



Model Evasion Attacks

Kaynak: https://www.researchgate.net/publication/341565966_A_Survey_on_Adversarial_Recommender_Systems_From_AttackDefense_Strategies_to_Generative_Adversarial_Networks
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Model Drift😎

Kaynak: https://learn.microsoft.com/en-us/ai/playbook/technology-guidance/mlops/drift-overview
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Sidechannel Attacks
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Defensive Techniques of ML

Source: Liu, Q., Li, P., Zhao, W., Cai, W., Yu, S., & Leung, V. C. (2018). A survey on security threats and defensive 

techniques of machine learning: A data driven view. IEEE access, 6, 12103-12117.
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Building Trustworthy and Responsible AI
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Source: https://montrealethics.ai/connecting-the-dots-in-trustworthy-artificial-intelligence-from-ai-principles-ethics-and-key-
requirements-to-responsible-ai-systems-and-regulation/

https://montrealethics.ai/connecting-the-dots-in-trustworthy-artificial-intelligence-from-ai-principles-ethics-and-key-requirements-to-responsible-ai-systems-and-regulation/


The NIST Risk Management Framework

Source: https://www.forrester.com/blogs/nist-ai-risk-management-framework-1-0-what-it-means-for-enterprises/
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Guidelines, procedures, standards 
and policies are tools that can be 
used by standardization 
organizations to manage
AI-based processes, products and 
services better.
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Source: https://olivier-blais.medium.com/it-is-time-to-standardize-artificial-intelligence-practices-properly-
e448ac1728f5

https://olivier-blais.medium.com/it-is-time-to-standardize-artificial-intelligence-practices-properly-e448ac1728f5


Standardization Activities
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A Technical Standpoint of AI 
Act

Source: https://adastracorp.com/insights/the-eu-ai-act-explained-a-complete-business-guide-to-compliance-penalties-and-
strategic-opportunities/

https://adastracorp.com/insights/the-eu-ai-act-explained-a-complete-business-guide-to-compliance-penalties-and-strategic-opportunities/
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